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A comprehensive list of ISMS Documents (ISO 27001)

KOOTEK

Document Type Reference Comments
1. Information security policy | IS policy 5.2, A.5.1
2. ISMS Framework Topic- 4-10, ISMS
specific A.5, A6, o ISMS objectives
policy A7,A.8 o Roles and Responsibilities (+RACI)
o ISMS Scope
o ISMS Requirements
o Interested Parties
o ISMS Communication plan
o [SMS Documented information
e Performance Evaluation and Improvement
Organization controls
People controls
Physical controls
Technological controls
3.Information security policy for| Topic- 7.3, All IS-related requirements and
employees specific A.5.10-5.14, procedures for employees:
policy A.5.16-5.18, o Awareness
A.5.34, A.5.37, | e Acceptable use
A.6.2-6.8, o Information classification and handling
A.7.1-7.3, e Information transfer
A.7.6, A7.7 e Password policy
! Y| « Changing access rights
A.7.9, A.7.10, ;
A7.14. A.8.7 e Remote Work/ng _ '
PhrE T T o Information security event reporting
o Clear desk and clear screen
o Working in secure areas
e Protection against malware
o Notification of monitoring
o Physical security
4. Information security risk Procedure 6.1.2, 6.1.3,
management procedure 8.2,8.3
and methodology
5. Information security risk Records 6.1.2,6.1.3, +list of assets (if applicable)
register 8.2, A5.9
6. Statement of Applicability Records 6.1.3 d) SoA
7. ISMS Continual Improvement Records 8.1 All plans
Plans (CIP/RTP) + awareness programme
8. Internal information security| Records 9.2, 10.2, + BCP testing
audit reports A.5.22 + backup testing
-+ Monitoring and review of supplier services
9. ISMS management review Records 9.3,9.1, 10.1, | + ISMS monitoring, measurement, analysis
reports 8.1, and evaluation
10. Documented Nonconformities Records 10.2
11. Evidence of competence Records 7.2d)
12. Documented information Records A.5.24-5.28,
security incidents A.6.8
13. Contracts and NDAs Records A.5.20, A.6.2, | With employees / With suppliers
A.6.6
14. Awareness materials Records 7.3, A.6.3
15. ISMS Orders and MoMs Records | 8.1,9.3.3, 10.1
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