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Mandatory documents for ISO 27001 compliance 
Organisations that implement ISO 27001 must demonstrate their compliance by 
completing appropriate documents. 

ISO 27001’s mandatory documents include: 

 4.3 The scope of the ISMS 

 5.2 Information security policy 

 6.1.2 Information security risk assessment process 

 6.1.3 Information security risk treatment plan 

 6.1.3 The Statement of Applicability 

 6.2 Information security objectives; 

 7.2 Evidence of competence 

 5.5.1 Documented information determined by the organisation as being 
necessary for the effectiveness of the ISMS 

 8.1 Operational planning and control 

 8.2 Results of the information security risk assessment 

 8.3 Results of the information security risk treatment 

 9.1 Evidence of the monitoring and measurement of results 

 9.2 A documented internal audit process 

 9.2 Evidence of the audit programs and the audit results 

 9.3 Evidence of the results of management reviews 

 10.1 Evidence of the nature of the non-conformities and any subsequent actions 
taken 

 10.1 g) Evidence of the results of any corrective actions 
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Annex A documentation 

Organisations must also complete documents in Annex A, which details a list of 
information security controls that must be considered – whether they are implemented 
or not. 

Indeed, you don’t have to implement all 114 of its controls; they are simply a list of 
possibilities you should consider based on your organisation’s requirements. 

However, there are several controls that almost every organisation should implement. 
This includes: 

 7.1.2 and A.13.2.4 Definition of security roles and responsibilities 

 8.1.1 An inventory of assets 

 8.1.3 Rules for the acceptable use of assets 

 8.2.1 Information classification scheme 

 9.1.1 Access control policy 

 12.1.1 Operating procedures for IT management 

 12.4.1 and A.12.4.3 Logs of user activities, exceptions, and security events 

 14.2.5 Secure system engineering principles 

 15.1.1 Supplier security policy 

 16.1.5 Incident Management Procedure 

 17.1.2 Business continuity procedures 

 18.1.1 Statutory, regulatory, and contractual requirements 

Looking for help documenting ISO 27001 compliance 

Approaching the documentation process without a plan is overwhelming, and while 
learning from mistakes happens quickly, it can be costly. The second method involves 
hiring consultants to navigate the necessary knowledge. Although it's the priciest 
option, it minimizes the risk of expensive errors. It's also the quickest way to achieve ISO 
27001 compliance, but success won't happen overnight; consultants must first 
understand your systems and processes. The third method is buying a documentation 
toolkit, which includes templates and tools designed to help you fulfill the Standard's 
requirements. 

Why choose our ISO 27001 Consulting “As-A Service? 
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 We offer everything you need to implement an ISO 27001-Cyber compliant ISMS-
you don’t need to look further. 

 You benefit from hands-on practitioner expertise, not just academic know-how. 
 We have helped both large and small businesses like yours achieve ISO 27001 

compliance. 
 Our pricing and proposals are affordable and transparent  
 We have a proven approach to assessing compliance with international 

standards, notwithstanding the size of your organisation. 
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