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Many organisations grapple with a scarcity of Information Security, Information
Privacy, and IT Risk resources, often lacking the necessary skKills to guarantee the
success of their Information Security, Information Privacy, and Information
Assurance initiatives. Kootek Consulting has introduced a new suite of
Outsourced Services across our Information Security, Information Privacy, Cyber
Security, and Information Assurance service lines to address these challenges.

Kootek Consulting provides solutions designed to empower organizations by
enhancing their expertise, thereby accelerating the maturity of their Information
Risk Management.

Kootek's Outsourced Services Offering is designed to deliver
management and advisory services in various domains:

INFORMATION _ _
PRIVACY *Deployed Information Privacy Manager

* Deployed Information Security Operations

INFORMATION Mafl‘age;f B
SECURITY 'Depoye Information ecurlty wareness

BENEFITS OF THE
OUTSOURCED SERVICES OFFERING

Manager

* Deployed Information Security Manager

EXPEDITE RISK AVAILABLE SKILL
MATURITY AND EXPERIENCE
\ INFORMATION Senloved [T Audit M
ASSU RANCE eploye udi anager
CONTINUOUS LaXe
EFFECTIVE RESOURCE COMPLIANCE ?
UTILIZATION
sl nlbriEs =3 SAICAL CYBER » Deployed Cyber Security Manager
RISK MANAGEMENT S GUIDANCE SECURITY ploy Y v °

PROCESS




The Deployed Information

Privacy Manager (DIPM) will Enact an Information Privacy
assist and offer guidance on operating model
managing the organization’s for Information Privacy
Information Privacy Programme. fggte [;agr;an?:araggt within the
This includes integrating

governance, user roles and

structures, technological

Creating Information
Privacy documentation

Training and Awareness
(e.g. policies, procedures, and to all stakeholders and interested

standards) or reviewing and parties in the organisation

. . Va)
updating those developed by around Information Privacy. @
your organisation.

solutions, as well as monitoring Critical guidance - . ot .
d ensuring ongoing To ensure compliance with information SME to safeguard Personal Information Adyvise on point of contact
an protection requirements, it is essential by identifying how Information Security and its bet the Inf tion Regulator /
: . - , ) ' ) etween the Information Regulator
co.mpllance with Information . to provide the Executive Committee controls supports ongoing Privacy compliance relevant Authority.
Privacy standards. The DIPM wiill £) and Board with guidance on managing W @ﬂ
. dat bject ts.
support the execution of the ota sublect reduests

following activities:

Website: www.kootek.co.uk

Email: info@kootek.co.uk

Telephone: +44.2080.581.605


http://www.kootek.co.uk/
http://www.kootek.co.uk/

Information security is our

passion. Our team of experts is

dedicated to managing and
executing an Information
Security Programme that
underpins an Information
Security Management System
(ISMS). This includes
integrating governance,
defining roles and
responsibilities, implementing
technological solutions, and
conducting continuous
monitoring within Information
Security. Additionally, our
Information Security
Outsourced Roles are
equipped to facilitate the
following activities:
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Creating roles and
responsibilities
for Information Security

management within the
organisation.

Reporting
to various management levels

across the organisation.

Producing governance
documentation

(e.g. policies, procedures, and
standards) or reviewing and

updating those developed by ®®
your organisation.

Conducting Information Security
Awareness Programmes

and training schedule. g @

Providing guidance

to identify and mitigate the
potential Information Security
risks in a changing business

environment. @@

Information Security Management
System maintenance
and assisting in continuous

improvement . 8@
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The Deployed Information
Assurance Manager (DIAM) will
support your Internal Audit with
continuous, independent
assessments of your specific IT
risks, offering tailored
recommendations to meet your
challenges. Our Deployed
Information Assurance
Consultants are equipped to
conduct these essential
independent reviews, granting
you access to specialized
resources that are often
challenging to maintain in-house.

D

Website: www.kootek.co.uk
Email: info@kootek.co.uk

Telephone: +44.2080.581.605

Establish annual Internal
Audit Schedule

following either your Enterprise
Risk Management process or
based on our knowledge of critical
areas of information risk following
latest emerging and industry risks.

Customise the plan to cover your
key risks based on underlying
technologies and key business
processes. Once finalised,
completion of the IT Audit Plan
where additional capacity or
specialist resources are required.

Implement an Assurance

Scheme

to assist organisations improve the
effectiveness of IT governance, risk
management and internal controls.

@

Perform Standard reviews for IT
Audit

through the accomplishment of
IT General Control reviews:

¢ |dentity and Access Management

Cloud Security

Third Party Risk Management
IT Governance

Security Testing

e Cyber Security Reviews (NIST,CIS)

e [nformation Security (ISO

27001/2, 0365)
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The Deployed Cyber Security
Manager (DCSM) will enhance
your organization's cyber
resilience by bolstering your
ability to identify, protect,
detect, respond to, and
recover from cyber threats
and attacks. Our Cyber
Security team is equipped to
assist your organization in
initiating and managing the
following:
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CYBER
SECURITY

Promote and maintain a threat
profile

Understanding the current cyber
threats most relevant to your
organization can help prioritize
budgeting and protection efforts
where they are needed most.

Cyber Security control appraisal
Covering governance, personnel,
processes, and technologies to

provide a comprehensive view of

your Cyber Security maturity,
based on best practices .

Establish and administer road
maps

Supporting your organization’s
strategy is crucial for enhancing
resilience against threats and
improving overall Cyber Security
maturity..

Boost threat management
potentials

Assisting your organization in
adopting a threat-based approach
to Cyber Security, utilizing Threat
Intelligence, and employing
Threat Monitoring and Threat
Hunting processes, technologies,
and skills can significantly
enhance your security posture.

Supervise the performance

of Cyber Security related processes
and technology improvement plans.

Establish and embrace an
incident response process

On an organization-wide basis,
this includes conducting periodic
simulations that involve all
stakeholders and interested
parties.
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