
A.5 INFORMATION AND SECURITY
POLICIES
Information security policies must be sanctioned by 
the organization's highest authority and clearly 
disseminated to all employees.

A.7 HUMAN RESOURCE SECURITY
It is crucial for employees and contractors to
understand their responsibilities in protecting
the organization's information.

A.9 ACCESS CONTROL
Implementing access control with regular
reviews of privileges is essential, and all 
users must be responsible for protecting their 
passwords.

A.11 PHYSICAL AND
ENVIRONMENTAL SECURITY
It is essential to implement adequate
measures to safeguard the
organisation's information from
unauthorised access.

A.12  OPERATIONS SECURITY
Organizations must ensure their 

information processing facilities are 
safeguarded against malware, data loss, 

and the exploitation of technical 
vulnerabilities.

A.10 CRYPTOGRAPHY
Effective use of cryptography is essential 

to safeguard the confidentiality, 
authenticity, and integrity of information.

A.8 ASSET MANAGEMENT
Organizations must identify their assets 

and ascertain the suitable level of 
protection needed for each one.

A.6 ORGANISATION OF
INFORMATION SECURITY

A management framework underpins all the
organization's information security initiatives.

A.13 COMMUNICATIONS
SECURITY
Organizations must ensure the security of all 
information during internal and external 
transfers.

A.15 SUPPLIER
RELATIONSHIPS
Assets need to be secured while
remaining accessible to suppliers.

A.17 INFORMATION SECURITY
ASPECTS OF BUSINESS
CONTINUITY MANAGEMENT
The organization's business continuity plans
should incorporate considerations for
information security.

A.18  COMPLIANCE
To safeguard information for legal, statutory, 
regulatory, or contractual obligations, in line 

with organizational requirements.

A.16 INFORMATION
SECURITY INCIDENT

MANAGEMENT
Information security incidents must be 
managed in a consistent and effective 
manner, which includes communicating 
about security vulnerabilities.

A.14 SYSTEM AQUISITION,
DEVELOPMENT AND
MAINTENENCE
Organizations must integrate information
security within the development lifecycle of
their information systems and ensure data
protection throughout the testing phase.

ISO 27001 represents the international standard for robust information 
security management, providing a systematic approach to safeguarding 
an organisation's data against numerous threats and vulnerabilities. The 
standard comprises 114 controls aimed at reducing information security 
risks. These controls are categorized into 14 distinct groups, summarized 

as follows:

Implement an ISO 27001-compliant ISMS at a
fraction of the cost

Achieve ISO 27001 compliance with our affordable ISO 27001 Consulting “As-A-
Service”, program.

Let us get your ISO 
27001 project moving
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