
What’s changed in ISO 27001?

The 2022 updates to the information security
standards have significant implications for your
Information Security Management System (ISMS).
The revisions to ISO 27001 and ISO 27002, which
occurred for the first time in almost ten years, reflect
the evolving nature of information security practices
and aim to address the challenges posed by new
regulations and cyber risks.

This complimentary fact sheet outlines the key
updates made in the latest versions of ISO 27001 and
ISO 27002, and details how these revisions impact
organizations that are certified or seeking
certification under ISO 27001.

While ISO 27001:2022 is not drastically different from

its 2013 predecessor, it does introduce some

noteworthy changes. The majority of these

alterations pertain to Annex SL, which is the

overarching framework shared by all new ISO

management system standards, and not specifically

to the aspects of information security. Notable

modifications include the rewording of several

clauses and the consolidation of controls, reducing

the total number from 114 to 93, with 11 new

controls introduced.:

• Context and scope
It is now necessary to identify the "relevant" 

requirements of interested parties and ascertain which 

will be incorporated into the ISMS. The ISMS should 

now clearly encompass the "processes needed and 

their interactions."

• Planning
The monitoring of information security objectives is 
now a requirement, and they must be accessible as 

documented information. Additionally, a new subclause 

has been introduced regarding the planning of changes 

to the Information Security Management System 

(ISMS). While it does not detail specific processes to 

include, it is imperative to establish a method to 

evidence that ISMS changes have been methodically 

planned.

ISO/IEC 27001:2022 and ISO/
IEC 27002:2022 
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• Annex A

Annex A has been updated to be consistent with ISO 

27002:2022. The controls within Annex A are detailed 

in the following section.

• Support

The criteria for identifying communicators and the 

methods for facilitating communication have been 

superseded by the need to specify "how to 

communicate."

• Operation

The obligation to plan for the attainment of 

information security objectives has been superseded by 

the necessity to set criteria for the processes that enact 

actions identified in Clause 6, and to manage those 

processes according to the established criteria. 

Organizations are now mandated to govern not only 

processes but also "externally provided processes, 

products, or services" that pertain to the ISMS.

 Despite no controls being eliminated, ISO
27002:2022 specifies only 93 controls compared
to the 114 in ISO 27002:2013, due to a significant
consolidation of controls (56 reduced to 24). The
controls are now categorized into four 'themes'
instead of the previous 14 clauses, which are:
People (8 controls) Organisational (37 controls)
Technological (34 controls)

Initially, the term "code of practice" has been

removed from the title of ISO 27002 to more

accurately represent its role as a reference for

information security controls. The standard has

expanded considerably compared to its 2013

version, with a reorganization and update of the

controls. Multiple controls have been consolidated,

and 11 new ones have been introduced:

What’s changed in ISO 27001?
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The new controls are:

o

o

o

o

o

o

o

o

o

o

o

Threat intelligence

Information security for use of Cloud services

ICT readiness for business continuity

Physical security monitoring

Configuration management

Information deletion

Data masking

Data leakage prevention

Monitoring activities

Web filtering

Secure coding

The controls in ISO 27002 now have five types of 

‘attribute’ to make them easier to categorise:

Control type (preventive, detective, corrective)

Information security properties (confidentiality,
integrity, availability)

Cyber security concepts (identify, protect, detect,
respond, recover)
Operational capabilities (governance, asset
management, etc.)
Security domains (governance and ecosystem,
protection, defence, resilience)

Accreditation organizations like the United Kingdom

Accreditation Service (UKAS) need to be prepared to

evaluate certification bodies against new standards

within six months of their release, enabling you to

obtain certification under ISO 27001:2022 now.

Certification bodies are required to provide

certification exclusively to ISO 27001:2022 starting

from 30 April 2024.

If your ISO 27001 implementation is in the early

stages, it's advisable to aim for certification to ISO

27001:2022.

Should you choose to implement ISO 27001:2013,

you may utilize the Annex A control set from ISO

27001:2022. Nevertheless, it's necessary to compare

the 2022 control set with the 2013 version in your

Statement of Applicability (SoA), which is made easier

as ISO 27002:2022 includes an annex for this

comparison.

Achieving certification to ISO 27001:2013 before 30

April 2024 requires a transition to ISO 27001:2022 by

31 October 2025. All certificates for ISO 27001:2013

will become invalid after 31 October 2025, regardless

of their issuance date.

How does this affect organisations that
are implementing or planning to
implement an ISMS? 
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What does this mean for organisations
that are already certified to ISO
27001:2013?

How we can help you implement an ISO
27001-compliant ISMS

Organisations certified to ISO 27001:2013 have until 31

October 2025 to update their ISMS in line with the 2022

version of ISO 27001. However, certification bodies will

cease (re)certification to the 2013 version 

after 30 April 2024, potentially shortening the

transition period. Additionally, if your ISMS is

recertified to the 2013 standard by 30 April 2024, the

certificate will still expire on 31 October 2025, 

regardless of the usual three-year validity. It is advisable to start transitioning to ISO 27001:2022

promptly. If recertification to ISO 27001:2013 is planned,

consider using the 2022 control set, which offers the

benefit of attribute identification, simplifying selection

and potentially easing compliance and integration of

security processes. This approach also facilitates a

smoother future transition to ISO 27001:2022

certification, as your ISMS will align with the updated

controls.

Kootek Consulting has been at the forefront of

ISMS implementation and has helped both large

and small organisations get a grip of their

information security posture. We have everything

you need to implement an ISO 27001-compliant

ISMS and achieve and maintain certification to the

Standard.

For more information about ISO 27001 and how 

we can help you implement an ISMS, visit our 
website, or get in touch with one of our experts 

today.
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Visit our website

https://kootek.co.uk/iso-27001/
https://kootek.co.uk/iso-27001/
https://kootek.co.uk/iso-27001/
https://kootek.co.uk/iso-27001/
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